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CONTRA COSTA WATER DISTRICT


SENIOR NETWORK ANALYST
DEFINITION
Under general direction, to manage the District's local and wide area networks and related systems; to serve as the District's technical expert in network and desktop technology; to install, configure, and maintain network components, and peripherals; to provide training and user assistance; and to perform related work as assigned.

DISTINGUISHING CHARACTERISTICS
This is a single position lead classification with overall accountability for the District's wide area network serving several locations and local area networks, including diverse platforms and specialized departmental applications.  This position has overall responsibility for network system architecture, operating systems, and software standards.  May require irregular hours, evening, weekend, and holiday work.

SUPERVISION RECEIVED AND EXERCISED

Receives direct supervision from Information Systems Manager and management staff.  Exercises technical lead direction over technical staff.

EXAMPLES OF DUTIES
Plans, organizes, assigns, and reviews the work of staff; participates in interviewing and the selection of employees; provides for their training and development; conducts informal counseling regarding work issues, coordinates scheduling and reviews timesheets, and prepares documentation. 

Manages LAN and WAN operations, reviews error and warning messages and takes corrective actions, and performs other network manager and administration duties, including performance tuning, system optimization and security controls.

Develops and maintains standards for desktop software; evaluates user software and hardware requests.

Plans for the District's computing needs; manages design, acquisition and installation projects, including working with users to define needs, preparing specifications and proposals, and overseeing contract work.

Maintains records and prepares reports related to network operations.

Installs, configures, upgrades, troubleshoots, repairs and maintains network components, and peripherals, and tests configuration for proper operation and integration.

Installs, configures and maintains new and/or upgraded network operating systems, applications, protocols, minicomputer access, remote access configuration, and other network software, including applications unique to a department.

Performs remote and/or on-site diagnostics and troubleshooting using diagnostic software and basic test equipment; analyzes software conflicts, hardware problems, and operation and integration of desktop workstations within the network.

Resolves complex problems related to application software, operating system, hardware, printing, and networks.

Attends a variety of meetings and committees; serves as liaison regarding network and desktop information technology with users, internal committees, vendors and others.

Prepares and maintains a variety of logs, records, documentation, and reports.

Maintains current knowledge of the field including learning new and existing software, network systems, applications, and hardware through formal, informal and on the job training, and self study.

QUALIFICATIONS
Knowledge of:
Principles and practices of work planning, evaluation and training.

Techniques of project planning and management.

Common PC software such as word processing, spreadsheet and database programs.

Network and PC operating systems, and mainframe access/emulation products.

Internet protocols and services.

Techniques, equipment and diagnostic software used in the configuration, troubleshooting and repair of network components and desktop computers.

Network/server configuration and administration for large scale and complex systems.

Techniques for explaining technical concepts to non-technical users.

Skill in:
Planning, organizing, assigning, review​ing and evaluating the work of others.

Planning, coordinating and monitoring complex projects.

Assembling, installing, configuring, repairing and maintaining networks, computer hardware, peripherals and components.

Diagnosing and resolving software/interaction problems for PC's, network, and interface systems.

Installing, configuring, modifying and maintaining operating system, application, network, remote access, and specialized software.

Learning applications unique to a department.

Providing training, assisting users in problem resolution, and explaining system and application use.

Acting as liaison and representing the department in meetings with other departments, contractors, vendors and other agencies.

Establishing and maintaining effective working relationships with those contacted in the course of the work.

DESIRABLE QUALIFICATIONS
A typical way of gaining the knowledge and skills outlined above is:


Equivalent to completion of four years of college level with major course work in computer science or a closely related field, and three years of professional level experience performing network management and personal computer/user support.  MCSE certification may be substituted for education requirements.

OTHER REQUIREMENTS
Must possess a valid California driver's license and have a satisfactory driving record; may require irregular hours, evening, weekend and holiday work.

PHYSICAL DEMANDS
Mobility to work in awkward positions to install and repair computers and peripheral equipment; strength to lift, carry and place computers and related equipment; manual dexterity to operate keyboards, and precision tools and equipment; vision to read printed material and computer screens and color vision to distinguish wiring; sense of smell to detect overheated components; and hearing and speech to converse in person and over the telephone.
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